ABSTRACT 



A data security device of a USB storage medium reader-writer includes a 
USB mass storage level controller and at least one data protection device provided 
within the USB storage medium reader-writer, in which the USB mass storage level 
controller controls the USB data communication between a USB host computer and 
the data protection device. The data protection device includes a writing protection 
unit, an encrypting unit, and a decrypting unit. The USB host computer may send out 
a control command to the writing protection unit, the encrypting unit, and the 
decrypting unit through the USB mass storage level controller, so that when data are 
written to the data storage medium of the USB storage medium reader-writer, the 
writing protection unit and the encrypting unit can perform data writing protection 
and encrypting actions; and when data are read from the data storage medium, the 
decrypting unit can perform decrypting action. The present utility model is a security 
device having data writing protection and encryption and data reading decryption 
functions. 
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[54] sracfsss * usb tinm#m#fiMH8&£g* 
[57] as 

usb mmtm ^mmm^mm, 

usb E£«#Jg§U6ffl#XS^-f!tig#i^a,i8:T 
_ti£ usb ffi#*MMPf 4» ft , JM» , USB SM^FJSft 

usb usb ffcfe-fe*uwR» 

%-7uRm®%-7t,it usb f^ik±#i«mii& usb 
3&jfi[«#^-, w«afcA usb imKmvsAASiftm 
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- usb ga^^M^sfjis^^^ 1 - usb vkftmm*§mmvk&&m. 

#Wif USB^f£^i£*|flUSBlMtft^: 

m'j>-mmu&mw, usb 

EHz5bApMi£l!l USBgiffcm^. 

2. *n&ft£$ i flr&W usb tt$ft#tt^Sftj&lB$£gEK. 3£4#fiE 
USB giffiffafifH«SftS«J'8IiIf - usb 

3. JnKfJH* 2 flnfctt usb fitH£ft#tt^«ftft£S££gEC. K4#fiE 

& usb ffi&Mi*m'm®% usB-^M-^i^m. 

4. ft&fUM 1 ^BtJ USB f&#^#it^l3§lttt&ig££$|g, £;4#fiE 
%ft£ft^£XJ?r£&ftftlgft$*Ktt£ CF, MMC, SM m SD #tft 
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usb i*&ft#«^#tt$&&±&x 

xmrnffiwi^Zz-w usb ^mwmMm^mm^±mm, xm-nmj- usb 

CF (COMPACT FLASH) #fi£2£, MMC (MEMORY STICK) SM (smart media) 

#ft&3§iS: SD(securit digital ra«fflft*g*ft^ft*W«#«E#. 

reader) *'ffcfcft|g«; ^flMSWh fi#Jft^r*ii*ft|gffi#«|#«Ttft«WA« 

MM&±U®tilM, «firAH»«»teAWft*«#«E#. *&*m 

(3)^fflSfMrt# 

^^ffliffMW^^ S frtJ^^E^^^t— ^ USB tt$ft#i£5SttSMg£££E 
e, USB gfifif#JI^&f«(USB MASS STORAGE CLASS controller)&M 
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*^ffl»fMW55-BM««^-# USB ft#tt#tt5«ftft££££EC, «f 
»J*T***«y«E«*W-WAfiiy*7C, TOm&E& USB M±#TFi£^IA& 

r^^m^sfis^iifrKjfcftSttfta^A. 

*^fflffMWX-@WJlil^-# USB «$«(#^»Mfi[IS$^ttX> & 
IBWSaEfl^ftfi^ABtiqtf. 

*sfeffl«faiWfi-afl<i*^it«-«' usb «t#«#®^»w»«5S^ 
e, ^ftig^^s^w-m^^Tc. RTwrnsi* usb ^ik±#iTi£#m^, 

— USB E*fJ|#Miafi*"J» (US MASS STORAGECLASS controller) AM^—ftig 

«^±5£ USB fi&#«E#i£2|»rt: USB 
imftj usb usB-ffjik^ttXftlgftyafeidl, »Jftig«# , *EXJM&fS 

— ^A«y*7C. jta?&#-7C;2fcJW?&#7G. it USB f^Jlk±«lRTWai± USB Efifi£# 
ISSfH^, *r^AfiW*7c, Jp**7c«l»**7cTii«!*J*4-. W<«Ausb 
filHf^iS^SrtWftSflSffftEflEatfftfi^AH*, 2&i3t^A«# , £7U&ftl$#- 

7c^»jf^»*^A«yaip*§&f^j ys. ftftig ant. a# 



(4) mm&w 

S 2 ^^SfflSrSlW^Afii^^Tca^fjRS^Afi^WillESBB: 
S 3 **$ffl*rSttlP**76afi l »Jg^AllP*W«Egffl; 

a 5 tt&m&mtt&mmmmm. 
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■W 5fei»#®a 1 0p5*. ^#&JB*rS!lWiK&:fr*feH. *£ffl£rS[ltt USB 
«#«#«WW3R«^*«((UT«ft**±**).*+.ffiBB l *fftJ USB 
»f^3RSE 100 IflAW USB moMft^mm^S, fcJ^AitJfflU *ii2M 
itgfll. mmi%1%ftmte 200 cf(compact flash) 

MMC (MEMORY STICK) #fit» , SM (SMART MEDIA) #f£3£s!c SD (SECURITY DIGITAL) 

*^fflSfSlW»}B^^$ia 300, ^i£<£- usb te#&#ig^« 400 * ($n 

@5#T^), 300 USB E*^#M^S^JS (USB 

MASS STORAGE CLASS contfoller)3 10 SIB^^E 320, i£ USB 

Eft^#M^S^'Jfl 310 mi&m USB MASS STORANGE CLASS Mfe + fff feXM 
BULK. ONLY CBI mX**l USB jftf^lR^ 100 -^tfcig&^j&K 320 f^atff # 
«SlaScTt> ^, « USB fit#«Sflci£S|« 400 #&A±i£[ttifc^fii#8?# 200 ifi 
tflfe*g^^Bt(if#%a 5-0?^), pIW^ USB &ffcJE& 100 — iPffiBPM 
(PLUG AND PLAY)ffj@fi> CD-ROM SRSSiftig^S'ffiffl . 

ilSlfcig&^a 320 i£*£M_hi£ USB Elfit#ISIg{ejS 310 ii&«fi* 

2oori],^^ig^tf b ^a.^^^w-^A^* ;, ^7c32i^p^#.7c 322 

&ft¥&j£7n 323, ^A-K^^tc 321 WW^E USB WYf^M 100 tfftlg 

fi£#2&# 200 iStf^Jg^Atf^T, RTf^»lg^A«r«^. ife^spr^a. 
il USB %k<fe%m 100 |SJ USB &i:fit#M*K&« 310 T&SfelB^Aftyiajt 
#4-. MS USB E»f*#Jg&g?*!l* 310 Sf&I^A&ff'^TG 321 tfjBz&<£:£ 
83, ffi&5£SfciB<i&#&# 200 #ifc»*^A«#TflFttiB^Ai Aq**7C 322 
JR!J£& USB ®kft%m 100 USB E*te#MS8*!l« 310 T&xt3Rlg«#«S 

i* 200 M^Jg^AttiftT, fijbllS&IMu 322 Jtt USB ESte^M&efcJS 310 

^f^^^^A^jgaffip^^^. «»is«E^A»*gfi»^«E# 200 w±&f^« 

±i&MM%%-TG 323 £^ USB 100 *J-g[Jgfit#$£# 200 ^ffft 

tg^AWtf^T. * USB gftfit^M^eW 310 *j-j&?&#.jG 323 
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«iai± usb fit#$g#ig^» 400 mm\M%im& : ftMW 200 
5fcia^^J»r^^w*n^, ia*3cm%tf}mm, wmmm^mm^a usb 

310 mm usb mt%m. 100 + « ffijwip«»y$fe*i»«^7c 323 

ia^&^iiii USB §Lift£#/I$£}£$!l!£ 310iHiiJ USB8kffcjg& 100 4". 
ifS@£-^S 2 gfjj?. ^Ji&gfcJg&tf'gEa 320 ^WWAfttf^TG 321 ft 

&m®&Mfc2oomftmftnAu&tomft%Lm. ^^500-550, »4». 

(500) : USB USB 

(510): USB tfriX^^^hSc £ USB EfitiS#JI£S*!lS& 310 i£*T*t USB 

100^i£*ifr^i4fT£iJ$T&31 e 
(520): ^HlBffJiS^SJtlg^A^^? inJiJil'jatfi : *W(530): 
fif^(520A). 

(520A): mtr^'&^eff. 

(530): ^ffl^tft^iS^jifcJg^Afl^? $ng«iJi2*Tii^(540); $n*^ 

RijatT^^(530A)o 

(530A): J».USBtft^^ii*W«[ig^Aftig<i6#^^. 

(540): m±mm^A$iffiffifti&fc* 

(550): «F#±^A£*f#|IIUSBi*fMUK. 

sw±^^ 5oo~55o ffiTskmmm, wwsij^i a&^tc 321 
usb mftj&m 100 ^^^^nr^A6tj^^, usb &&jsmmn# 400 s& 

&%m£<— USB^f^^gc 100 H*. (T(U#±&USBffc^X*gfeigte#&#200 
Strife*^ A. fcS*MBtt#fc# 200fimS(ftF#*. 

3 #r^, ft±Jtft«fil^ife« 320 + MAn«^M£ 322 &fr» 

ffiSn^Wtta^jg, 600-640, 

(600) : usb m*Jkm*km usb Et«t#M*^. 

(610): usb iMfft^&S- iP*^* usb ES^#M^S^JH 310 mx 

*t usb ftftm^ 100 ffim&ifr^mftmwftm, #&&ft4>mwmft&&m 
a 3200 

(620): ^JBftS^tStlg^A^? ^SK'Jia^f ^^1(630): 
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*T^H (620A) . 

(620A): iMf^^g^. 

(630): ffiffl#«5^fflin«*ffiSRlS5fe«[«<iS#«E#Btt«3eini«? in 
JtWlJiSfi^Sg (640) ) : in^^JJlijatf (630A) . 

(630A): ^USB»f^3S^ill*W«[«M^A«[lgfiS#«#. 

(640): x*jB[«l)n*^MA»lg«#iif*. BPSiq^^TG 322 xt usb 

100 jK&*«5Aft£tt&*# 200 ^ji6:ig^^fiJn^j5WAi5[^fi# 
200 rt . 

^s-^s^m^tu 322 prwfK-ffiffl#^ usb j*f£]KgETifc»«te 

200 ^A»siqs&sE*;!jQ#&£. &tii%mmfrm&mmMo 
mnm-km 4 #r^, a^&sigfi^^s 320 <pMMm&7t 323 

*,fT«S. Qft&W 700-740, 

(700): USB Mfeffc USB Efifi##i*i&ifo4-. 

(710) : USB tfri£tfo^&b3Io BP & USB g»fv|#M^S$'J^ 310 
itfi 1 ** USB Hfeft^gE 100 J^i£5fcifr4>&tT#l®T£bS, JMfrS**- 
i££iJ&*g&#-£IE 320. 

(720): «*rft?S*«i8i*BUllr*7 JPftMafi 1 ^51(730): $n^MJia 

*T^»(720A) . 

(720A): ftff^-S^Sff. 

(730): #igte#&#£S«ia£*n#? $nMi£*T#il(740) ; Wfi 

m'Ji2tf^^(730A). 

(730): M«3»«[*g«f#«|-#W»lB®AUSB»f^m^. 

(740): ^^Jgg^J^^^H^A USB Sf^^gEc BPilM&^Tt; 323 

$gfst#*&# 200 ^m&mmMmm&ifM®, usb mftMm. 100. 

200 »fr i^ft$fcig#3mi$A usb Sterna 100 *#H£/HffJi;frilg. 

iSffi^S 5 #r^, **59?ffl«SWftli*^*« 300 ^£|S*/£ffl±ltt 
S^^JfiW, &%Lffi£±mS. 300 USB 400 

«f, i£ USB 400 5 ^Bff^JW^M^J^— USB 
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«^#0f5£^Witir#l±#l 800, ililUSB^P, tUt#r#l£#l 800 
ffMf^, St USB 400 ^^^iSfi : i5cigT^> ^W»*g<»#JSE 

SMS SD ^#fitS£ikigi£> ^, -5ri^ffi#K^. ^M^m^A^. 
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